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» We suggest generic acceleration tools for FHE RP.

« We propose a new FHE RP method: HERMES.
* 40x higher throughputs compared to state-of-the-art.
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» Fully homomorphic encryption (FHE) is a cryptosystem that enables
computations on encrypted data.

« LWE format %/ » Ring LWE format (RLWE)
« Granularity and fast latency ) . « Scalability and high throughput
e TFHE / FHEW ’P - BGV [ BFV / CKKS
O
Ring packing

« Ring packing (RP) bridges LWE and RLWE formats [CGGIN7, MSI8, BGGJ20, CDKS2], LHH+21]
« Scheme switching during homomorphic computation
 Transciphering
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Large parameters for FHE RP

Top

INnput LWE : :
» FHE RP means outputting RLWE with
FHE RP large parameters.

Output RIWE Comp

« Unsatisfactory runtime and key size.

« Computation in higher moduli and
degree is slow.

« Requires large evaluation keys.

Refresh

Bottom
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« LWE ciphertexts ct;: Ci1S1+CioSy+ -+ cCig Sk = m,; for each i
C11 | C12 C1K S1 mq
C21 | C22 Co K S m;
X ~
Cn1|Cn2|  |CNK SK my

5
. . . Q
.. Is a linear system with errors.

» RP is (plaintext) matrix — (ciphertext) vector multiplication in RLWE formats.
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Existing Approaches

» Three approaches to encode the plaintext matrix.

Column method Row method Diagonal method
« CGGI7, BGGJ20 « CDKS2] « HSI4, LHH+2]
* K key switchings « K key switchings » 2VK key switchings
* K keys * logK keys « 2VK keys
« Consumes 0 level « Consumes 1 level . Consumes > 4 levels
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* Key size is still large 4 4 4 4
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« How to encode the blocks? Module LWE (MLWE)
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Ring Packing

FHE RP Method

Pegasus [LHH+21]
|CDKS21] with

Optimizations

HERMES®

HERMES'

Diagonal
Row

Column

Block

RLWE
modulus degree

2270
2562

2562
2562

2270

RLWE

215

# of

input
LWE

215

12.62

0.83

0.44
0.47
0.31

HERMES

Amortized Key size (MB)
Time
(ms/slot)

Base Half-
RP BTS
3540
1 667
114 667
6 667
5 542

All experiments are measured on AMD® Ryzen 7 3700x 8-core processor with a single-threaded CPU.
Pegasus figures are borrowed from [LHH+21]: measured on single-threaded Intel Xeon Platinum 8269CY CPU (20-cores) at 250GH:z.
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FHE RP Method
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Pegasus [LHH+21] | Diagonal 216 | 212 3540
[CDKS21] with Row 2562 216 216 0.83 1 | 667
Optimizations

HERMES? Column | 2562 216 | 216 0.44 667
2562 216 | 216 047 | 6)| 667
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All experiments are measured on AMD® Ryzen 7 3700x 8-core processor with a single-threaded CPU.
Pegasus figures are borrowed from [LHH+21]: measured on single-threaded Intel Xeon Platinum 8269CY CPU (20-cores) at 250GH:z.
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Transciphering

Scheme

RLWE

HERA [CHK+21]

Rubato [HKL+22]

HERMES

degree

Granularity Latency (s) EX';aa[c‘iﬂO" Pr?cei:ir;n
16 141.6 1.24 19.1
64 106.4 1.26 18.9
16 71.1 1.31 18.8
64 25.8 1.58 23.0
16 25.7 1.58 23.0
1 30.9 1.58 23.0

All experiments are measured on AMD® Ryzen 7 3700x 8-core processor with a single-threaded CPU.

HERA and Rubato figures are borrowed from [CHK+21] and [HKL+22]: measured on AMD Ryzen 7 2700X @ 3.70 GHz single-threaded CPU.
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