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Ciphertext-Ciphertext Matrix Multiplication: Fast for Large Matrices

summary

- Fast ciphertext-ciphertext matrix multiplication (CCMM)
 85.2 s for CCMM of 4096 x 4096 matrices in a single thread CPU
« How? Reduce CCMM to plaintext matrix multiplications

- Fast ciphertext matrix transpose (CMT)
« 0.76 s for CMT of a 2048 x 2048 matrices in a single thread CPU

» Lightweight CCMM and CMT algorithms with smaller key sizes

d\) Jai Hyun Park
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)

Matrix Multiplication on Encrypted Data

“Write a draft
of my e-mail
to Bob”

o

44—

“Hi Bob,
Call me.

Cheers, Alice” a

PPMM: plaintext-plaintext matrix multiplication
PCMM: plaintext-ciphertext matrix multiplication

CCMM: ciphertext-ciphertext matrix multiplication

PCMMs and CCMMs with diverse dimensions
« e.g, PCMM of dimension 128 ~ 16384 for GPT-3.5

Jai Hyun Park 2



Ciphertext-Ciphertext Matrix Multiplication: Fast for Large Matrices

PPMM vs. PCMM vs. CCMM

« PPMM — BLAS libraries
 highly optimized open libraries
« Can be 30x faster than a naive implementation

For matrix dimension 212:

1.47 seconds

[ )
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PPMM vs. PCMM vs. CCMM

« PPMM — BLAS libraries
 highly optimized open libraries
« Can be 30x faster than a naive implementation

« PCMM — BCHPS24
« Reduction from PCMM to PPMM
« Optimizations with shared-ag, truncation, and others

For matrix dimension 212:

PCMM

1.47 seconds 17.1 seconds

I
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PPMM vs. PCMM vs. CCMM CCMM

(JKLS18, estimated)

e PPMM — BLAS libraries > 19 hours

 highly optimized open libraries
« Can be 30x faster than a naive implementation
« PCMM — BCHPS24

« Reduction from PCMM to PPMM
« Optimizations with shared-ag, truncation, and others

« CCMM — JKLS'18
* Cubic bit complexity
* 0.6 seconds for matrix dimension 64

For matrix dimension 212:

PCMM

1.47 seconds 17.1 seconds

I |
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® Jai Hyun Park
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Ciphertext-Ciphertext Matrix Multiplication (CCMM)
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Ciphertext-Ciphertext Matrix Multiplication (CCMM)

« CCMM with RLWE-based (fully) homomorphic encryption schemes
« Compatibility with the other machine learning tasks
« High efficiency

[ )
® Jai Hyun Park
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Encrypted Matrix Multiplication with CKKS

« CKKS |
 Plaintext: vector of real numlbers a
- Native operations: // add, // mult, and rotate Vector

Jai Hyun Park S
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Encrypted Matrix Multiplication with CKKS

o« CKKS
* Plaintext: vector of real numbers
- Native operations: // add, // mult, and rotate

- With the native operations, PCMM/CCMM requires lots of rotates

. For example, |[JKLS18] has a cubic bit complexity,
out is orders of magnitude slower than PPMM

Matrix

Jai Hyun Park S



Ciphertext-Ciphertext Matrix Multiplication: Fast for Large Matrices

Encrypted Matrix Multiplication with CKKS

e CKKS
« Plaintext: vector of real numbers
- Native operations: // add, // mult, and rotate

- With the native operations, PCMM/CCMM requires lots of rotates

. For example, |[JKLS18] has a cubic bit complexity,
out is orders of magnitude slower than PPMM

Q. How to utilize PPMM BLAS libraries?
A. Reduction fromm PCMM/CCMM to PPMM

nE,

l Vector

4 RLWE ctxts of U,V »  Plaintext matricesAand B )
PCMM/CCMM : l PPMMS
\/
\_ RLWE ctxts of UV < Plaintext matrices A" and B’ )

[ )
® Jai Hyun Park
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RLWE-based Encryption of Matrices

* Inthe ring Zy[X]/(X" + 1), an RLWE ciphertext (a,b = —a - s + m) is:

[ao a - aN_l] F So S1 *t SN-1] + [bO bl 500 bN—l] —_ [mo mq e mN—l]

v a;, b;, s;, m; are coeffs of a,b,s,m

Toep(s)

Jai Hyun Park
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RLWE-based Encryption of Matrices

* Inthe ring Zy[X]/(X" + 1), an RLWE ciphertext (a,b = —a - s + m) is:

[ao a - aN_l] [ So S1 *t SN-1] + [bO bl 500 bN—l] — [mo mq e mN—l]

—SN-1 So -t SN-2

v a;, b;, s;, m; are coeffs of a,b,s,m

Toep(s)
« N RLWE ciphertexts are:
—— a || s s — b —— — mf ——
— a; —— —SnN-1  So SN-2 —— by —— — mj; ——
Y| + B = M
PR t - — — - bt PR - t -
ay S1 S2 So A N my

Jai Hyun Park
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PCMM < PPMMs (BCHPS'24, LZ'22)

Y| Toep(s) -+ B
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PCMM < PPMMs (BCHPS'24, LZ'22)

U A Toep(s) | = B
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PCMM < PPMMs (BCHPS'24, LZ'22)

Toep(s)

UA

Toep(s)

Jai Hyun Park
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PCMM < PPMMs (BCHPS'24, LZ'22)

Toep(s)

UA

Toep(s)

+

UB

A

v

uv

S NXNXNPCMM < two N x N x N PPMMs modulo Q
*» We use fast PPMM BLAS libraries for N x N x N PCMM
*» For PCMMs with other dimensions, see BCHPS'24

® Jai Hyun Park
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CCMM?

Toep(s)H| B

Toep(s)
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CCMM?

V — A Toep(s)H| B A Toep(s) 4| B’

— A Toep(s)|| A’ Toep(s) [+ | A Toep(s)|| B’ +| B A’ Toep(s)

Jai Hyun Park




CCMM?

Ciphertext-Ciphertext Matrix Multiplication: Fast for Large Matrices

Toep(s)H| B

Toep(s)

A

Toep(s)

AI

Toep(s)

Toep(s)

B' |+

Jai Hyun Park

AI

Toep(s)

BI
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CCMM?

— Y|

U V — Toep(s)H| B A Toep(s) 4| B’
Toep(s)|| A’ Toep(s) Toep(s)|| B’ +| B A Toep(s) B’
A" Toep(s) || Toep(s) B Toep(s) | + B A’ Toep(s) B’

Jai Hyun Park
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Ciphertext Matrix Transpose (CMT)

A Toep(S) + .

Encrypting each row: a;s + b; = m;

I M
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Ciphertext Matrix Transpose (CMT)

A Toep(s) |+ . — | M

Encrypting each row: a;s + b; = m;

Toep(S) A +. — M

Encrypting each column: a;s + bj = m;

[ )
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Ciphertext Matrix Transpose (CMT)

A

Toep(s)

Encrypting each row: a;s + b; = m;

Toep(S)

Encrypting each column: a;s + b; =

>y

AI

4
m;

EEED

r — )
<
w
N

jl

&
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Ciphertext Matrix Transpose (CMT)

A

Toep(s)

Encrypting each row: a;s + b; = m;

Toep(S)

Encrypting each column: a;s + b; =

>y

AI

4
m;

CERE

T

Jai Hyun Park

N ciphertexts

CMT
(N . g
:mj(X) = M;; X" |
L 1= A I J

N ciphertexts
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CMT with N keyswitchings

Vi)

M;

J

=N_1 .

z a(ml-(X) -X‘j)

o€Aut

Jai Hyun Park

N ciphertexts

{mi(X) . z Mi,ij]

JE[N]

CMT
R S I
O {114 )

N ciphertexts
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CMT with N keyswitchings

iy =N om0 x)

oc€Aut
()= (o] ==
N? keyswitchings N? add

Jai Hyun Park

N ciphertexts

[mi(X) . z M;; X’

JE[N]

]

CMT
R S I
RO 11114 B J

N ciphertexts
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CMT with N keyswitchings
N ciphertexts

iy =w Y o) o= ]

oc€Aut .
S

Sharing vj, mX) =Nt Z 2 O'(X_j -mi(X)) - X
automorphisms i€]N] o E€Aut
CMT
= N 4 xi ]
R {1 1 1 S

N ciphertexts
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CMT with N keyswitchings

iy =N om0 x)
VJ,

o€Aut
Sharing mi(X) =N"1. Z 2 O'(X_j -mi(X)) - X
automorphisms {€]N] o€Aut
=N"1. 2 Z (X)) a(m(X)) - Xt
oEAuUti€[N]
ey J(X_j)-a<z mi(X)-a‘l(Xi)>
o€Aut LE[N]

Jai Hyun Park

N ciphertexts

[mi(X) . z M; ; X

']

JE[N]

CMT
R S I
RO 11114 B J

N ciphertexts
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CMT with N keyswitchings

Trace

Sharing

automorphisms

Vi, J,
vj,

M;; =Nt . G;Uta(mi()() X))
m/(X) =N~ iez]l:v] G;Uta (X‘j -mi(X)) X
=N"1. U;Ha(x—f) [a (iez[]:v] m;(X) - a‘l(Xi)>]

Jai Hyun Park

N ciphertexts

[mi(X) . z Mi,ij]

JE[N]

CMT
R S I
RO 11114 B J

N ciphertexts
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CMT with N keyswitchings
N ciphertexts

Wiy i om0 0= )

oc€Aut
S
Sharing ] "(X)=N"1. X -my(X
oo I
a(X7)-o(miX)) - Xt .
a;utlZ[l:v ( ) ( ) mO'(X) CMT
=N"1. o(X 7)o ( m; (X) - al(X)>
a;ut [ l;\f
............... .
----- \ .{m'.(X): M Xt
(ma), mg}a T {a(m(,)} —) ! { TV R N
NZ add - N2 add Se—eev N ciphertexts
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Tweak Algorithm

v i) = 501X - m;
v mi(X) = Yoo(X™7) - o(my)

Jai Hyun Park
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Tweak Algorithm

v i) = 501X - m;
v mi(X) = Yoo(X™7) - o(my)

2N. .
Tweak({mi}ie[n]) - {Z X?U - mi}
1E[n]

JE€[n]

N is the ring degree of RLWE

Jai Hyun Park
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Tweak Algorithm

2N..
v mg(X) =Y,071(XY) - m Tweak({m}iefn)) {Z xn 'mi}
v m]’-(X) — ZGG(X—J') .o (M) i€[n]

JE[n]
N is the ring degree of RLWE

. Tweak({mi}ie[n]) can be done with
. Tweak({mzi}ie[n/z])

. Tweak({m2i+1}ie[n/2]) I
* nring additions

+n

Jai Hyun Park
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Tweak Algorithm

2N..
v mg(X) =Y,071(XY) - m Tweak({m}iefn)) {Z xn 'mi}
v m]’-(X) — ZGG(X—J') .o (M) i€[n]

JE[n]
N is the ring degree of RLWE

. Tweak({mzl‘}ie[n/Z])
. Tweak({m2i+1}ie[n/2]) I i
* nring additions

n
+n tn+ 2

Jai Hyun Park
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Tweak Algorithm

v mg(X) =Y,071(XY) - m
v omi(X) = Yoo(X™7) - o(my)

. Tweak({mi}ie[n]) can be done with
. Tweak({mzi}ie[n/z])

. Tweak({m2i+1}ie[n/2])
* nring additions

Tweak({m;}ien)) = {

).

IE[n

2N..
XWU . mi}
|

JE€[n]

Jai Hyun Park

+n

N is the ring degree of RLWE

n
+n+2-

0(n)

0oo - ooo

+nlo gn
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Tweak Algorithm

v mg(X) =Y,071(XY) - m
v omi(X) = Yoo(X™7) - o(my)

. Tweak({mi}ie[n]) can be done with
. Tweak({mzi}ie[n/z])

. Tweak({m2i+1}ie[n/2])
* nring additions

% The cost of Tweak({mi}ie[n]) IS Nnlogn

>y

Tweak({m;}ien)) = {

).

IE[n

2N..
XWU . mi}
]

JE€[n]

Jai Hyun Park

+n

N is the ring degree of RLWE

n
+n+2-

0(n)

0oo - ooo

+nlo gn
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CMT Algorithm

1’ 'i ': :i ) ml(X) = mi,() + mile + mi’2X2 + mi,3X3
I

oo Jlo o e
A ) 1
1, 'i I il B ( J Tweak \

i i \ (M5} |
\ - - i d sl CMT
% |: s i N , l N Keyswitchings :
: : : {0(5)}
I I I
\Il : : *) l Tweak
i oo 0 PR — 3
| | | ! S 7t B )
| M | Ms 4 | M, :: M [m———— P ek LEER
ety L W Ty X e X e X

d\) “+0(N?) operations
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Reduction from CCMM to PPMM (1/2)

Toep(s)

+.

Toep(s)

Jai Hyun Park
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Reduction from CCMM to PPMM (1/2)

CMT

Toep(s)

Toep(S)

+

-+

Toep(s)

Toep(s)

Jai Hyun Park
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Reduction from CCMM to PPMM (1/2)

CMT

Toep(s)

Toep(S)

+

Toep(s)

+.

Toep(s)

Toep(S)

Toep(s)

Toep(S)

+.

Toep(s)
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PPMM

Toep(S)

Toep(s)

Reduction from CCMM to PPMM (2/2)

Toep(S)

Jai Hyun Park

Toep(s)
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Reduction from CCMM to PPMM (2/2)

PPMM

CMT

Toep(S)

Toep(s)

Toep(s?)

+

Toep(S)

+.

Toep(s)

Jai Hyun Park

+.

Toep(s)
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Reduction from CCMM to PPMM (2/2)

PPMM
CMT

Relinearize
—

>y

Toep(S)

Toep(s)

Toep(s?)

Toep(s)

+

Toep(S)

Toep(s)

Jai Hyun Park

+.

Toep(s)
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Reduction from CCMM to PPMM (2/2)

PPMM
CMT

Relinearize
—

>y

Toep(S)

Toep(s)

Toep(S)

. + . Toep(S)

Toep(s?)

Toep(s)

Toep(s) | +

“ NXNxNCCMM by 4 PPMMs and 3 CMTs
s For PPMM, we use BLAS libraries.
*» The others than PPMM are subcubic.
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Experimental Results on CCMM

Prec.
(bit)

Matrix Relin.

Dimension (logN,logQ) | CMTs | PPMMs Total (s)

Algorithm & RESC.

Basic 4096 (12,36 +28) 25.5 57.1 2.58 85.2

Basic 8192 (13,38 +28) 104 481 11.8 596

Lightweight 8192 (13,38 +28) 186 474 11.8 672

All experiments are measured on Intel® Xeon® Gold 6242 CPU at 280GHz with a single-thread
All barameters are 128-bit secure
HEaaN library for HE, FLINT library (based on OpenBLAS) for PPMM

® Jai Hyun Park

Key size
(MB)
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Experimental Results on CMT

Matrix
Dimension

Key size

(logN,log@Q) | Latency (s) | Prec. (bit) (MB)

Algorithm

Basic 2048 (11, 26) 0.764
Basic 4096 (12,28) 3.04

Lightweight 4096 (12,28) 492

All experiments are measured on Intel® Xeon® Gold 6242 CPU at 280GHz with a single-thread
All barameters are 128-bit secure
HEaaN library for HE

Jai Hyun Park
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Wrapping up!
* Fast CCMM

» Leverage efficiency of BLAS libraries

* Fast CMT
 Useful beyond being as a tool for CCMM

* Lightweight algorithms
« CCMM with keys less than 2 MB

For matrix dimension 212:

PCMM

CCMM
(this work)

1.47 seconds 17.1 seconds

85.2 seconds

I
[ )
® Jai Hyun Park
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Wrapping up!
* Fast CCMM

» Leverage efficiency of BLAS libraries

* Fast CMT
 Useful beyond being as a tool for CCMM

* Lightweight algorithms
« CCMM with keys less than 2 MB

For matrix dimension 212:

PCMM

1.47 seconds 17.1 seconds

I
[ )
® Jai Hyun Park

eprint. 2025/448
Thank you!

CCMM
(this work)

85.2 seconds

18
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